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PROGRAMME SPECIFICATION 

 
1.  Awarding Institution: 

 
The University of Law 

2.  Final Award: 
 

Master of Science in Cyber Security and Data 
Governance  
 
Postgraduate Diploma in Cyber Security and Data 
Governance 
 
Postgraduate Certificate in Cyber Security and Data 
Governance 

3.  Exit / Intermediate awards For the MSc in Cyber Security and Data 
Governance  

- Postgraduate Diploma in Cyber Security and 

Data Governance 

- Postgraduate Certificate in Cyber Security 

and Data Governance 

For the Postgraduate Diploma in Cyber Security and 
Data Governance 

- Postgraduate Certificate in Cyber Security 

and Data Governance 

4.  Programme Title(s): 
 

MSc Cyber Security and Data Governance 
 
Postgraduate Diploma in Cyber Security and Data 
Governance 
 
Postgraduate Certificate in Cyber Security and Data 
Governance 

5.  Accredited by: 
 

 N/A 

6.  Total Credits: 
 

MSc Cyber Security and Data Governance – 180 
credits 
Postgraduate Diploma in Cyber Security and Data 
Governance – 120 credits 
Postgraduate Certificate in Cyber Security and Data 
Governance – 60 credits 

7.  Level: 
 

MSc Cyber Security and Data Governance– Level 7 
within the FHEQ 
Postgraduate Diploma in Cyber Security and Data 
Governance – Level 7 within the FHEQ 
Postgraduate Certificate in Cyber Security and Data 
Governance – Level 7 within the FHEQ 

8.  Mode of Study: 
 

Face-to-face; full-time 
Online; full-time and part-time 

9.  Language of Study: English 
 

10.  Length of Programme: 
 

Full-time: 12 months without work placement; 18 
months with work placement. 
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Part-time: 21 months 

11.  Criteria for admission: 
 

2:2 or above from a UK Bachelors degree, or 
equivalent qualifications. 
 
Non-standard routes:.  
 
ROUTE A: 
• Applicants must possess an undergraduate degree 
with a grade below that of a 2:2 (3rd or Ordinary); 
AND EITHER 
• A professional qualification at level 6 or above 
from a business professional body, e.g. CIM, CMI, 
CFA, ACCA, CIMA, CIPD, etc. 
OR 
• At least two years of proven professional work 
experience; 
 
ROUTE B: 
• Applicants must possess a professional 
qualification at Level 6 or above from a business 
professional body 
such as CIM, CMI, CFA, ACCA, CIMA or CIPD; 
AND 
• At least three years of proven professional work 
experience. 
 
ROUTE C: 
Applicants possess no formal qualifications. 
Applicants will need to provide 5 years of proven 
professional managerial work experience along with 
a professional reference. Applicants may also be 
required to attend a formal interview. 
 
All applications for non-standard entry must be 
accompanied by a full CV. 
 
International Entry Requirements - an English 
language level equivalent to IELTS 6.5 or above 
with a minimum of 5.5 in each component. 

12.  UCAS code (if relevant): 
 

N/A 

13.  HECoS codes (if relevant): 
 

100376 – Computer and Information Security 
100755 – Data Management 

14.  Date of Production/Revision: 
 

June 2021 

15. Aims and Rationale of the Programme 
The aim of this Programme is to provide graduates with knowledge and understanding of the core 
aspects of Cyber Security and Data Governance being adopted by the industry in the rapidly 
evolving technological landscape. The programme seeks to adopt a practical approach focussing 
on providing insights on how these concepts are applied in the industry. 
It aims to achieve this goal through the learning experiences, skills and competencies offered 
which allow for effective managerial behaviour in today’s complex organisations and turbulent 
business environments. Also, the aim of the programme is to educate individuals as cyber security 
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and data science professionals; to address skill shortages in this area and to facilitate career 
advancement. 
In particular, the programme provides preparation for and/or development of a career in cyber 
security and/or data science or any management position where the assessment of risk and 
analysis of data plays a significant role.   
The Data Management module focuses on functional concepts, tools and techniques that are 
crucial for data analysis and data research. It comprises essential data management skills but with 
an emphasis in basic concepts, both traditional and recent and hands-on applications. For 
instance, data modelling techniques are introduced at the same time that the student also learns 
languages and tools to query and analyse data. This emphasis includes widely used relational 
databases, as well as the very recent big data technology, the classical structured query language 
SQL new tools for data visualisation and machine learning using Python. The distinctiveness of 
this course lies in it serving a more mature domain for data management. It appeals to both 
students aiming at a career in Digital Technologies or Digital marketing as well business-oriented 
students with an interest in extracting all the potential available in the current data sources 
generated by the traditional business, on-line business or social media. 
The cyber security modules focus on developing a strong foundational base in the core concepts 
of cyber security and introduce the current industry trends and concepts that are being adopted in 
the marketplace. The course content emphasises the practical application of cyber security 
concepts to solve real-world problems and focuses on providing insight into how cyber security is 
implemented, managed and governed by organisations of differing sizes and industry focus.    
The programme is structured with a significant emphasis upon meeting professional and business 
development needs as well as enabling professionals and graduates to develop as: 
● Data Science and Cyber Security professionals acquire a sound knowledge of the 
theoretical foundations that apply to modern technology being adopted by the industry. These are 
fast-evolving areas of specialisation and areas of strategic importance to businesses as they 
embrace digitalisation and technological change.  
● Critically aware learners who can either pursue further studies in Data Science or Cyber 
Security at a Doctoral level or who wish to complete their professional papers and experience 
requirements. Some will wish to advance or change their careers or engage in businesses or 
entrepreneurial ventures. 
● Managers and Leaders who value lifelong learning so as to equip themselves with the 
ability to convert theory into practice from a critical and informed perspective so as to advance, in 
an ethical fashion, the effectiveness of employees and competitiveness of employing 
organisations. 
The programme will share the vision and values associated with the University of Law Business 
School. Its emphasis on practice-based learning within a realistic, professional, international and 
contemporary context. Building on the practical nature of learning and high-quality teaching and 
assessment, links with employers and professional bodies. The aim of the programme with regard 
to teaching and learning is to produce postgraduates with excellent professional, intellectual and 
life skills.  
The University prides itself on the depth and practical relevance of the knowledge delivered on it 
programmes and its teaching by academics with practical experience to ensure that research is 
melded with relevant real-life application. Students will apply these theoretical concepts to real-life 
case studies and their own workplaces, in a practice-based environment.   
 
 

16. Programme Outcomes 
 
Knowledge and understanding 
Upon successful completion of the programme students should be able to: 
● Critically evaluate the current technical language and practices of Data Management and 
Cyber Security; provide integrated solutions in a global business context and a fast pace of 
change.   
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● Acquire knowledge about data functions and technologies across industries.  
● Understand the distinctiveness and emergence of different technologies and paradigms 
when it comes to the application of data management techniques for traditional or digital 
businesses. This would include concepts and practices to do with analytics, and information and 
technology management.  
● Reflect and understand data sources, data models, design, data analysis and implications 
for data managers businesses with a focus on improving the data experience.  
● Develop a foresight for assessing performance and technical benefits of adopting: new 
technologies, new processes, and novel customer behaviour and relationship management 
approaches  
● Develop an in-depth understanding of cyber security concepts and its practical application 
to solve common challenges in securing enterprises across different industry sectors.  
● Understanding how to assess cyber security risk across new technologies and develop risk 
mitigating controls to manage the risks.  
● Be familiar with emerging technology trends and the impact on traditional cyber security 
concepts.  
 
Practice and Skills 
 
Upon completion of the Programme students should  be able to: 
● Practice, conforming to the ethical expectations of the Data Management and Cyber 
Security profession.  
● Engage with and critically view the key debates in data management in organisations and 
the professions.  
● Apply the strategic skills required and operate effectively in the context of digital 
technologies in complex, changing environments.  
● Work independently as well as effective members and /or leaders of teams; 
● Develop independent research skills to solve strategically important and complex problems 
and communicate in an appropriate manner.  
● Independently engage with and format appropriate primary and secondary information 
related to research in Data Management and Cyber Security and apply to a significant project or 
dissertation. 
● Acquire technical and communication skills including the ability to present quantitative and 
qualitative information together with analysis argument and commentary 
● Conduct data analysis and evaluation directed at answering specific questions having the 
ability to choose from a range of available tools and technologies 
 
Relevant Subject Benchmark Statements and other reference points to inform programme 
outcomes 
Subject Benchmark Statements for Master’s Degrees in Business and Management, February 
2015 (QAA) 
The Frameworks for Higher Education Qualifications of UK Degree-Awarding Bodies (2014) The 
Revised UK Quality Code for Higher Education (QAA) March 2018 

17. Programme Structure, Levels, Modules and Credits 
 

Programme Title – MSc Cyber Security and Data Governance   

Module Titles Credit  

Core Modules 

Data Management 30 

Fundamentals of Cyber Security 30 

Applied Cyber Security 30 

Research Methods and Research Based Output 60 

Electives Procurement and Supply Chain Management 30 
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One of the 
following 

Blockchain 30 

Fintech 30 

 
 

Programme Title – MSc Cyber Security and Data Governance – 
with Work Placement (full time, face to face only) 

 

Module Titles Credit  

Core Modules 

Data Management 30 

Fundamentals of Cyber Security 30 

Applied Cyber Security 30 

Work Placement 60 

Electives 
One of the 
following 

Procurement and Supply Chain Management 30 

Blockchain 30 

Fintech 30 

 

 

 

18. Programme Outcomes, Learning & Teaching and Assessment Strategies 
 

A.  Knowledge and Understanding 
 

Upon successful completion of the programme 
students should be able to: 
 

• Critically evaluate the current technical 
language and practices of Cyber Security and 
Data Governance; provide integrated solutions in 
a global business context and a fast pace of 
change.   
● Acquire knowledge about data functions 
and technologies across industries.  
● Understand the distinctiveness and 
emergence of different technologies and 
paradigms when it comes to the application of 
data management techniques for traditional or 
digital businesses. This would include concepts 
and practices to do with analytics, and information 
and technology management.  
● Reflect and understand data sources, data 
models, design, data analysis and implications for 
data managers businesses with a focus on 
improving the data experience.  
● Develop a foresight for assessing 
performance and technical benefits of adopting: 
new technologies, new processes, and novel 
customer behaviour and relationship 
management approaches  
● Develop an in-depth understanding of 
cyber security concepts and its practical 
application to solve common challenges in 

Learning and Teaching Methods 
 
The Learning and Teaching methods for the 
programme will vary within and across 
modules. For all modules, the learning model 
incorporates a blend of learner-centred 
activities. These will include workshops, 
lectures, seminars, company visits, the sector 
project or dissertation. Workshops support 
approximately 20 students, each of 2 hours’ 
duration. Students often work within small 
groups of 3 or 4.  Workshops are used for the 
full range of knowledge and understanding as 
well as the performance of intellectual and 
skills-related activities.  
 
 Large group sessions are used for the 
briefing of students on a new subject area, 
demonstration of skills or the approach to 
particular activities, and a range of student 
activities.  Substantial preparation and 
research may be required from primary and 
other sources.  Students also have access to 
interactive online resources and hardcopy as 
required. 
 
The underlying ethos for the Learning and 
Teaching experience is that of helping the 
student become an independent with relevant 
transferable business and management 
skills. 
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securing enterprises across different industry 
sectors.  
● Understand how to assess cyber security 
risk across new technologies and develop risk 
mitigating controls to manage the risks.  
● Be familiar with emerging technology 
trends and the impact on traditional cyber security 
concepts.  
  

 
Assessment Methods 
 
A wide range of assessment methods will be 
used across all modules to ensure that 
programme outcomes can be demonstrated 
by students.  The assessment methods are 
intended to underpin the learning process. 
There is both formative and summative 
feedback. Formative assessment of 
knowledge and understanding will take place 
through the regular activities within 
workshops. 
These include group reports, group 
presentations, individual oral presentations, 
individual assignments, coursework, project, 
reflective journals, portfolio-based 
assessments and internship.  
 
This variety of approaches to assessment 
supports diversity in learning. 
 
 

B. Practice and Skills 

Upon completion of the Programme students 
should  be able to: 

• Practice, conforming to the ethical 
expectations of the Data Management and Cyber 
Security profession.  
● Engage with and critically view the key 
debates in data management in organisations and 
the professions.  
● Apply the strategic skills required and 
operate effectively in the context of digital 
technologies in complex, changing environments.  
● Work independently as well as effective 
members and /or leaders of teams; 
● Develop independent research skills to 
solve strategically important and complex 
problems and communicate in an appropriate 
manner.  
● Independently engage with and format 
appropriate primary and secondary information 
related to research in Data Management and 
Cyber Security and apply to a significant project 
or dissertation. 
● Acquire technical and communication 
skills including the ability to present quantitative 
and qualitative information together with analysis 
argument and commentary 
● Conduct data analysis and evaluation 
directed at answering specific questions having 
the ability to choose from a range of available 
tools and technologies 

Learning and Teaching Methods 
 
Within the learning model outlined above, the 
intellectual skills will be primarily developed 
both in preparation for, and through the 
activities taking part in, the workshops. Many 
of the activities will involve the performance 
of the intellectual skills of analysis, synthesis 
and the exercise of critical judgment, both 
individually, and in small groups of between 
3-4 students. The length of workshops 
enables comprehensive feedback to be 
given.  Substantial preparation and research 
will be required from primary and other 
sources.  Occasionally large group sessions 
will be used to demonstrate or highlight an 
approach to be taken. 
 
The programme is also designed to provide 
incremental and demonstrable progression 
over its duration. 
 
 
 
 

Assessment Methods 
The output of these skills will be assessed, 
both formatively and summatively, in the 
assessment methods outlined in A. above, 
particularly those requiring the production 
and submission of work through the self-
management of the student.  The skills will 
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also be particularly relevant for, and directly 
evidenced within, the portfolio assessment of 
the Academic and Professional Skills module. 
 
These skills will also be tracked through the 
contact with personal tutors. 
 

 
 

19. Inclusive Considerations  N/A 

 

 
 

20. Prior Credits considered for RPL  As per the University’s RPL Policy. 
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